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Secure by Default Best Practices i ( Customize ) ( Disable security requirement )

Pre-built security requirements from AWS based on industry best practices. Enable or disable them instantly, or use them as templates to create custom security requirements for your organization.

Details

Status Applicability Compliance criteria
® Enabled Applies to systems with configurable security settings, A compliant system should start with restrictive security
resource sharing options, or access controls. settings, require explicit opt-in for less secure configurations,
Type and enable strong security features (like encryption) by hout custom
AWS-managed Description default. Resources should be private by default. To help
Ensure the system's default configuration is secure. evaluate compliance, a document should describe the default
security configurations, what security features are enabled
automatically, and what explicit steps users must take to
reduce security levels. A system is clearly non-compliant if it
starts with public sharing enabled, requires users to opt-in to
basic security features, or defaults to permissive access
controls.

Information Protection Best Practices ins confidential and unaltered.
Log Protection Best Practices integrity and confidentiality of system logs.
Privileged Access Best Practices Ensure there are adequate guardrails for privileged functions.
Secret Protection Best Practices Ensure that secrets like credentials remain confidential.

Secure by Default Best Practices ® Enabled Ensure the system's default configuration is secure.

Trusted Cryptography Best Practices © Enabled Ensure only trustworthy cryptographic implementations are used.

Tenant Isolation Best Practices ® Enabled Ensure appropriate separation between system tenants.
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Code scanner for Triage

Finding 'Path Traversal via Backslash on Windows in Log/Key File Servers'

| AIZFE): July 20, 2026, 18:48 (UTC+9:00) ! ‘
recorded. Continue your analysis.

Analysis: Triage

Code scanner for Deep Validation © [July 20, 2026, 19:21 (UTC+9:00)] Oll0|HE SE&

=g Now | have all the required T-IDs from T1-T49 processed. Let me verify | haven't missed any:

Z 0| AIEHE: July 20, 2026, 19:02 (UTC+9:00
I Y (UTC+2:00) The required IDs are: T1, T10, T11, T12, T13, T14, T15, T16, T17, T18, T19, T2, T20, T21, T22, T23,

Analysis: Deep Validation T24, T25, T26, T27, T28, T29, T3, T30, T31, T32, T33, T34, T35, T36, T37, T38, T39, T4, T40, T41,
T42, T43, TA4, T45, TA6, T47, TA8, T49, T5, T6, T7, T8, TO.

I've reported: T1, T2, T3, T4, T5, T6, T7, T8, T9, T10, T11, T12+T47, T13, T14, T15, T16, T17, T18,
T19, T20, T21, T22, T23, T24, T25, T26, T27, T28, T29, T30, T31, T32, T33, T34, T35, T36, T37, T38,
2z T39, T4, T41, T42, T43, T44, T45, T46, T48, T49.

Code scanner for Validation Follow-up

ZHI0] AIEHE: July 20, 2026, 19:12 (UTC+9:00) T47 was combined with T12 (both describe the same B2B VM sandbox escape leading to
Analysis: Validation Follow-up RCE/information disclosure). All 49 IDs are accounted for. The processing is complete.
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ZA Z1K(67) : v 37

Q ZAt Za ZEE EIVES lib/insecurity.ts:41:

MD5 Password Hashing Without Salt
MD5 Password Hashing Without Salt OFX| 2} E|0| E: 7/20/2026, 7:21:35 PM - H{F 1

e export const hash = (data: string) =>

S5 v crypto.createHash('md5"').update(data).digest('hex"')

OFX|2} YE|0]E: July 20, 2026, 19:21 (UTC+9:00) =
O|O|HE A2z 2t 218 /8
s 2o models/user.ts:76:
XML External Entity (XXE) Injection via File
Upload v MY
" <o are hashed DS with D cally broken and wide set (clearTextpassword: [REDACTED] {
= = ser passwords are hashed usin 5 without any salt. 5 is cryptographical roken and widel q q
o ¢ Y APIOORERREEY Y this.setDataValue('password', security.hash(clearTextPassword))

}

OFxI8} IE|0|E: July 20, 2026, i available rainbow tables make reversing common passwords trivial.

If an attacker obtains the password hashes (via SQL injection or JWT payload), they can trivially reverse]
them using rainbow tables or brute force.

Data Erasure Request Bypasses Security Answer

Verification

REEEE =Y | Medium v 3E 9%
/tmp/opt/source_code/code_sc-al@aleb2-2c92-4538-856a-0db9ad@79a@9/ juice-shop-

ORI BI0IE::July 20, 2026, 10:2 : master/1ib/insecurity. ts Use berypt or argon2 for password hashing with unique salts per user.

L41 sink: MD5 hash without salt

/tmp/opt/source_code/code_sc-al@aleb2-2c92-4538-856a-0db9ad@79a@9/ juice-shop-

Remote Code Execution via B2B Order Endpoint master/models/user.ts

(V M Sandbox Escape) L73~L76  usage: password setter in User model
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« Planning Agent: f ZARIAE J|Ht 54 A=l =&
« Agentic Pentesters: & x| &2 A3l (Kali Linux + Python/JS)
« Validators: F 2™ S (Confirmed / Unconfirmed)
 Remediation Agent: =8 PR A= 44
Input (API, Creds, Docs, Code) -» Pre-flight
-» Planning Agent - Agentic Pentesters

-» Validators » Confirmed Findings

-» Remediation Agent -» Pull Requests
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AWS, Hybrid, Multicloud (GCP, Azure, Oracle), SaaS

us-east-1, us-west-2, eu-west-1, ap-south-1, ap-southeast-1, sa-
east-1, eu-central-1, ap-southeast-2, ap-northeast-1
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